29. Bigain indopmaniiinoi 0e3nexn

1. Bimaiia BiZDOBiAHO 10 MTOKIAAEHUX HA HHOT'O 3aBJIAHb:

1) 3abe3neuye iHbOpMariitHy 6e3nexy DoHy;

2) BHUKOHYE OOOB’SI3KM ajaMiHicTpaTtopa iHdopMaIiiHoi Oe3rneku 3aco0iB
3axucTy iH(popMaIii aIs aBToMaTH30BaHOTO pobouyoro mics «APM-HBY-iud.» Ta
cuctemu «Knient—6ank» HamionansHoro 6anky Ykpainu y @oHi, a TakoxkK y OaHKY
Mpu 3J1MCHEHHI TMOBHOB&XEHb TiJ Yac 3AIMCHEHHS JikBigamii OaHky DoHI0M

0e3nocepeqIHbO;

3) 3abe3neuye orpumanHs ansg PoHAy, a TakoX y OaHKy NpHU 31MCHEHHI
MOBHOBAKEHb M1 Yac 31WCHEeHH JiKBifalii 6anky @ongom Oe3nocepeHbo, 3ac001B
KPUIITO3aXUCTy Ta ix 3amiHy B HamioHnanpHOMy OaHKy YKpaiHu Ta 3A1HCHIOE
TECTYBaHHSI MPOTPAMHOIO MOJYJIs TeHepauli KJIHYiB KpPUOTOrpapiyHOro 3axXUCTy

HarmionansHoro 6anky Ykpainu;

4) BuKOHYe poOOTHM 3 MporpamyBaHHs Ta 3a0e3MeueHHs (PYHKI[1OHYBaHHS
CHUCTEM BIJICOCIIOCTEPEIKEHHS, OXOPOHHOI CHUTHAJI3aIlli Ta KOHTPOJIIO JOCTYITY 0
Oynaisii Ta npuMilleHb QoHy, 3a0e3neuye BUTOTOBJIEHHS Ta BUIAYy MEPCOHAIBHUX

MOCBITYCHB MpaiiBHUKIB DOHTY;

5) 30upae iHpopmallito MOJA0 JOTPUMAHHS MpAI[iBHUKAMH Ta BiBiTyBauaMH
BCTAHOBJICHOTO PEXHMY JOCTymy B mpumimieHHs DoHIy Ta MpaBuil poOOTH 3

IepCcoHaJIbHNMHU KOMH’IOTepaMI/I;

6) MPOBOAUTH MOHITOPUHT poOoTH iHDOpMariitHux cucteM DoHAY, Y TOMY
YUCJIl CUCTEM 3axucTy iHdopMallii, aHami3 eIeKTPOHHHUX XKypHasiB poOOTH (JIOTiB,
MPOTOKOJIB) 3 METOIO BUSBICHHS HECTAHIAPTHUX CHUTYyaIliil, 3001B y pobOoTi, cripob

HECAHKIIIOHOBAHOT'O JIOCTYIy, XaKEpPChbKUX aTakK, IHIMX (aKTIB MOPYIIECHHS



iHpopMmariiiinoi Oe3reku Ta BXXUBA€ BIJAMOBIAHUX aJeKBATHUX 3aXOMIB IS

3arno6iraHHs BUHUKHEHHIO TakuX (akTiB y MailOyTHbOMY;

7) po3poliisie Ta 3alpoBaKye pa3oM 3 JelnapTaMeHTOM 1HGOPMAaIlIHHUX
TEXHOJOTIM TMOJITHUKY aHTUBIPYCHOTO 3aXHCTy MporpamMHOro 3a0e3meuyeHHs,
KOMIT' FOTEPHUX CHCTeM, 1H(OpMalIHUX pecypciB, cUCTeM OOpoOKu 1 mepenadi

iHpopMmartii y onni;

8) anami3dye BIAMOBIHICTh CTaHy AaHTUBIPYCHOTO 3aXHUCTy MPOTPAMHOIO
3a0€3Me4eHHs, KOMIT IOTEPHUX CHCTEM, CHCTeM OOpoOKM 1 mepenadi i1HQpopMmarii

@DoHTy MOJITHUIIl AaHTUBIPYCHOTO 3aXUCTY;

9) y3romxye, KOHTPOJIIOE Ta aHaji3y€e NOCTYIN NpamiBHUKIB POHAY 10 BCIX
iHpopMariiiHux pecypciB @oHay: IHTepHETy, €lIeKTpPOHHOI MOLITH, MPUKIIATHOTO,
CUCTEMHOTO Ta CHELiaTi30BaHOI0 MPOrPaMHOro 3a0e3MeUeHHs, BIIJaJI€HOr0 I0CTYITY

TOIILIO;

10) rotye pekomeHnAarii (METOAUKM) AJid NpaiBHUKIB POHTY CTOCOBHO PU3HKIB

BUTOKY 1H(MOpMaIlii 3 00MEKEHUM JIOCTYTIOM Ta IUISIXIB YHUKHEHHS TAKUX PU3UKIB;

11) nanye Ta opraHizoBye poOOTy 13 3aXHCTy 1HQOpMAIlii, 110 € BJIACHICTIO
donny, iHGOpMAIIii 3 OOMEKEHUM JOCTYIIOM, aHaJI3y€e €(hEeKTUBHICTh POOOTH 100

3a0e3nedeHHs iHGopmMarliitHoi Oe3neKu;

12) po3po0:isie Ta BAOCKOHAIIOE BHYTPIIIHI HOPMATUBHI JOKyMeHTH PoHY, 110
BU3HAYAIOTh MOPSAIOK, MpaBWia 1 HOpMHU 3a0e3neueHHs iHdopmaliiHoi Oe3neKu

®doHpy;

13) tecrye indopmariitai cucremu DOHITY HA HASBHICTH B HUX BIIMOBITHUX
BpasNMBOCTEH 1H(POpPMAIIMHOI Oe3MeKu 3 METOI0 PO3pOOJEHHS TEXHOJIOTIH Ta/dm

pEeKOMeH Al M0/10 iX monepempkeHHs (MiHIMIzaIlli);



14) 311iiCHIOE MOHITOPHHT Ta aHaTI3 iHGOPMAIIii 3 TUTaHb PO3POOKH Ta BUITYCKY
TEeXHIYHUX 3ac001B 3axXUCTy 1H(OpMaILlii HOBOT'O TTOKOJIHHS a00 iIXHBOI MOAEpHi3aIlii,
OOTpyHTYBaHHS TPOMO3UIIN KepiBHUNTBY POHIY MIOAO0 iX 3aKyIMiBIl I MOTPeO

®DoHpy;

15) mpoBOAMTH CIEIiabHI IEPEBIPKU Ta 1HIII KOHTPOJIBHI 3aX0IH BIIMOBITHO
710 BHYTPIIIHIX HOPMATUBHUX JOKYMEHTIB POH]y, KOHTPOJIO€ €(pEeKTUBHICTh POOOTH

3aco0iB 3axucty iHdopmarlii y Doui;

16) 3abe3nedye 3acTOCYBaHHS KBali(hiKOBAHOTO EJIEKTPOHHOIO MIAMHUCY Ta
BUKOPUCTAaHHA KBaJi(hIKOBAaHUX EJIEKTPOHHUX JNOBIpYMX nociayr y PoHAl, a Takox
0aHKy TIpu 3/1MCHEHH] TOBHOBAXKEHB MiJ] Yac 3A1MCHEHHs JiKBiaalii 6anky PoHaoM
0e3mocepeHbO, IUITXOM:

BEJICHHS aKTyaJbHOTO IM(POBOr0 CXOBUIIA KBATI(PIKOBAHUX EJIEKTPOHHUX
nianuciB GoHay;

MIJTOTOBKM JIJIs1 TTOAaHHS KBajli(pikoBaHOMY HaJlaBady €JIeKTPOHHHX JTOBIPYUX
nociyr iH@opManii, HeoOX1JHOI JUIsi OTpUMaHHS KBal(PIKOBAHUX EIEKTPOHHUX
JTOBIPYUX TOCIIYT, OB’ SI3aHUX 3 EJICKTPOHHUM ITiIMHCOM;

HAJaHHS JONOMOTH mpariiBHUKaM DOHIy, SKUM HAJaHO MPaBO 3aCTOCYBaHHS
KBaTi(PiIKOBAHOTO €JIEKTPOHHOI0 MIANUCY (Jani — MiANKCYBayl), MiJl 4ac reHeparii
iXHIX OCOOMCTHUX Ta BIIKPUTHUX KITIOUIB;

NOJAHHS 10 KBali(piKOBAHOIO HajJaBaya €JIEKTPOHHUX JOBIPYUX TMOCIYT
3BEPHEHb PO CKACyBaHHS, OJOKYBaHHS MOCUJICHUX CepTU(DIKATIB BIAKPUTUX KITIOUIB
I1I1CyBaYiB;

BEJICHHA OOJIIKY BIJKPUTUX KIIIOYIB IMIJIMNUCYBAa4YiB Ta HOCIiB, Ha SIKUX
30epiratoTbcs OCOOUCTI KIIIOU1 MIIUCYBaYiB;

BEJICHHS OOJIIKY MpOTpaMHO-amapaTHUX Ta arapaTHUX HOCIIB OCOOMCTUX

KJIFOYiB TIAMICYBaYiB;



31MCHEHHs 30epiraHHs JIOKYMEHTIB Ta/a0o0 iX eJIEKTPOHHUX KOIii, Ha MiJCTaBi
akux PoHIOM Ta/abo MiANUCyBayaMU OTPUMAHO KBaji(hiKOBaHI €JIEKTPOHHI OBipUl
TIOCITYTH, TTOB’513aHi 3 €JICKTPOHHUM ITiIITHUCOM,;

3M1MCHEHHS] KOHTPOJIO 3a BUKOPHCTaHHSAM IIANMHUCYBadaMHu KBaJli(pikOBaHOTO

€JICKTPOHHOTO MIMUCY Ta 30€piraHHsIM HUMH OCOOMCTHUX KITIOUIB;

17) oOmikoBye Ta aHami3ye pe3ylbTaTd MPOBEACHUX TMEPEBIPOK, MPHU
HEOOX1THOCTI MUCHbMOBO 1HGOPMYE 3a IXHIMU pe3yabTaTaMu KepiBHUITBO DoHTY ab0

KEpIBHUKIB BIAMOBIIHUX CTPYKTYPHUX MiAPO3/1TiB DOoHY;

18) Gepe ydacTh y NMPOBEJICHHI CIY>KOOBHX MEPEBIPOK CTOCOBHO MPAIIBHHUKIB
@oHIly 3 NMUTaHb MOPYLIEHb y raigy3l 3aXucTy iHdopmalii, po3podiise Mpono3unLii

1I0J10 X YCYHEHHS 1 ONEepeIKeHHs] B MalOyTHbOMY;

19) opranizoBye Ta NPOBOAMUTH IHCTPYKTAX 1 3aHATTS 3 NpaiBHUKaMu DoHy 3

NMUTaHb 3aXUCTY 1H(POpMAIIii;

20) cynpoBOJIXKYE MPOrpaMHUN KOMILUIEKC aHTHUBIPYCHOTO 3aXHCTy pPoOOYUX
CTaHI[I{, KOMIUIEKC 3a0e3meueHHs 0€3MeYHOr0 MiKITI0UeHHS 10 [HTepHeTy, KOMILIEKC
3aXHCTy BiJl BTOPTHEHHS WIKIJJIMBUX MPOTPaM Ta KOMILIEKC 3aXHUCTy BiJ] BUTOKY

JaHUX, IPOrpaMHUIN KOMIUJIEKC CKaHEpP BPa3JIMBOCTEH;

21) cynpoBOKY€ MPOrpaMHUNA  KOMIUIEKC MOHITOPUHIY  IHIIMJICHTIB

iHpopMmariiinoi 0e3neku SIEM (Security Information and Event Management);

22) 3paicHioe MOHITOpUHT akTUBHOCTI DDOS arak Intepuer-kananis ®oupy;

23) npu 3A1ACHEHHI TMOBHOBAXKEHb I 4Yac 3A1MCHEHHs JKBiAalii OaHKy

®ongoM 0e3mocepeHbO BXKHUBAE 3aXOIB 00 YHEMOKIIUBJICHHS HEPABOMIPHOTO

BHUTOKY JIaHUX;



24) cynpoBOJIXKy€e Mirpaiiro 0aHKIBCbKMX CHUCTEM Ha BIPTyasli30BaHl pecypcu
DoHpy:

3MIMCHIOE TIEPEBIPKY Ta MPUMOM TMApOIiB JOCTYIy JO BIpTyaldi30BaHUX
0aHKIBCHKUX CUCTEM,

3a0e3neyye KepyBaHHS CHCTEMOIO aHTHUBIPYCHOTO 3aXHUCTY BipTyali30BaHHX

0aHKIBCHKUX CUCTEM,;

25) BU3HAYa€ HEOOXIMHICTh Ta 3MIMCHIOE TTIOCTAHOBKY TEXHIUYHUX 3aBJaHb IS
JIOOTPAIIOBaHHS 1CHYI0UO01 (YHKIIIOHATBHOCTI Ta MOJIEpHi3allii BUMOT 1HGOpMaIiitHOT

Oe3neku 1moa0 iHpopmaliiaux cucteM QoHay;

26) 3a1iCHIOE 11eHTU(]IKaLII0, OLIHKY, aHAJ13 PU3HKIB B JIJILHOCTI Binainy;

27) po3po0bJisie METOAM YIIpaBIiHHS JUIs 11eHTH1KOBaHUX Biaaiiom pusukiB B

MOPSIIKY BU3HAYEHOMY BHYTPIIIHIMU JOKyMeHTaMu DoHy;

28) Hajae peKOMEH Ialli1 0JI0 BUSHAYEHHS PU3HK-ANIETUTY /10 1H(QOpMaIiiHUX

1 TEXHOJIOTIYHUX PU3HKIB (B yacTUHI 1H(popMalliiiHoi Oe3neKn) ;

29) npoBOAWTH aHali3 BPA3IMBOCTEH, BHUSIBICHUX Y XOJIl CKaHyBaHHS, Ha
MpPEAMET CTYINEHS KPUTHUYHOCTI BHSIBICHOI BpAa3NIMBOCTI Il (DYHKIIOHYBaHHS
1H(MOpMaIIHOT CHCTEMH 1 MOMKJIMBUX HACIIJIKIB MPY BUKOPUCTAHHI JJaHOT BPA3JIMBOCTI

31I0BMHUCHHUKOM;

30) kepye CUCTEMOIO aHTUBIPYCHOT'O 3aXHUCTY HAa OCHOBI €IMHOTO IIEHTPY, SIKUI
3a0e3neyye aBTOMAaTU30BaHUN KOHTPOJb 3a MPOIECaMU BCTAHOBJICHHS, OHOBJICHHS,
KOH(ITYpyBaHHsI, TIOLIYKY Ta JIKYyBaHHS KOMIT IOTEPHHUX BIPYCIB, a TaKOXX BEICHHS

MIPOTOKOJIIB 32 (pakTamMu BIPYCHUX aTak Ta JKEPEN 3aparKeHHS,

31) y cdepi 3axucty 00’€KTiB KpUTHUHOI iHPpacTpykTypu Donay:



3abe3reuye 3axuCT 00’€KTIB KpUTHYHOI 1HQpacTpykTypu DOHAY B YaCTHHI
CTBOpEHHS, HAJArO/KEHHS Ta MIATPUMAaHHS (YHKIIOHYBaHHS €()EKTHBHOI CHCTEMU
Oe3IeKu onepaliiHuX CUCTeM Ta KibepOe3neku,

po3po0JIsie, OHOBIIIOE Ta 3a0e3reuye BUKOHAHHS 00’ €KTOBUX IUIAHIB 3aXOJiB
Ki0ep3axucry;

MPOBOJNTH HABUAHHS Ta TPEHIHTH IIOJ0 Ki0ep03axucTy 00’€KTIB KPUTHYHOL
1HGPaACTPYKTYpH;

OlEepaTHBHO pearye Ha MPOTUIpPaBHI Aii, COPSIMOBaHI Ha BIAKIIOUEHHS abo
HOILIKO/KEHHS pOOOTH OIEpalliiiHUX CUCTEM;

OpraHi30BY€ 3aXOJlM 3 pearyBaHHS Ha IHIMJICHTH, KPU30BI CUTYyaIlli, a TaKOX
JMKBIAAIl X HAcCHIIKIB Ha 00’€KTax KpUTUYHOI 1HPpacTpykTypu DOHIY B YACTHUHI
3a0e3nedeHHs Oe3MeKH ONePaLIHIX CUCTEM Ta KiOepOe3neKu y B3aeMO/IIi 3 IHILIUMU
cy0’€KTaMM HalllOHAJBHOI CUCTEMH 3aXUCTY KPUTUYHOI IHPPACTPYKTYpH;

3abe3neuye BIJIHOBJICHHS GyHKIIIOHYBaHHS 00’€KTIB KPUTHYHOI
iH(ppacTpykTypu PoHAY B YacTHHI 3a0e3MeUeHHs O€3MEeKu OnepaliiiHuX CUCTEM Ta
KiOepOe3neKkn B pa3l BAHUKHEHHs aBapii Ta 1HIIUX HEOE3NMEeYHUX MOAiN, BUNHEHHS
POTHUIIPABHUX JTiHf;

3a0e3neuye HeraitHe 1H(GOpMYBaHHS YIIOBHOBAXKEHOT'O OpPraHy y cdepi 3aXucTy
KPUTUYHOI 1HQpACTpyKTypu YKpainu, opraHiB HamionansHoi momimii Ykpainu,
Cnyx0un Oe3neku YKpainu, IHIIMX JAEp>KaBHUX OPraHiB MpO 1HIIUACHTH, MOB’sA3aHl 3
MOpyLIEHHSAM Ki0epOe3neku, a Takoxk 1HPpopMyBanHa Ciy:x0Ou Oe3neku YKpaiHu 1mpo
3arpo3u Ta PU3UKHU aKTIB KiOEpTEpOpH3My MPOTH OMEpaIlifHUX Ta IHIIUX CHCTEM
00’€xTiB KpUTUYHOI 1HPpacTpykTypu DoHay, Haa3BUUAMHUX cUTyallid abo 1HIIMX
HEeOE3IEUYHHUX TTOIIM;

3a0e3nedye TMOCTIMHUN 3B’S30K 3 BIANOBIJAIBHUMHU 3a pearyBaHHS Ha
IPOTHUIIPABHI [ii Ta 3 IHIIUMU KOMIIETEHTHUMHU OpraHi3allisiMyd Ta yCTaHOBAMU;

3a0e3nedye 3axucT 1HQOpMaIii MpPO CHUCTEMH YINPaBIIHHA, 3B’S3Ky Ta

KibepOe3neKy;

32) mepeBipse Ta TMOTO/KYE, 3a HEOOXIMHOCTI, 3asiBKHM Ha 3aKyIIIBIIO

IporpaMHHUX Ta/ab0 MPOrpaMHO-TEXHIYHUX 3acO0IB HA MPEAMET BIAMOBIIHOCTI



BUMOTaM BHYTPIIIHIX HOPMAaTHBHHUX JOKYMEHTIB, III0 CTOCYIOThCS i1H(MOpMaIiitHO1

6e3nexu PoHY, 10 TEXHIYHOTO Ta KpUITOrpadiyHOTo 3aXUCTy 1H(OopMaIii;

33) npu odopMIeHHI TEPCOHATBLHUX MEPENyCTOK JI0 mpumilieHb DoHAy
3MIIACHIOE BIATIOBITHO 1O BUMOT 3aKOHOJABCTBA y chepi 3aXUCTY MEPCOHATBHUX JaHUX
Ta B MOPSIIKY, BCTAHOBIIEHOMY BHYTPIIIHIMU HOPMaTUBHUMHU JOKymMeHTaMu DoHIy,
00p0oOKy MepCOHAIBHUX JaHUX TAKUX KaTETOPiil Cy0’ €KTIB:

nparliBHUKiB DoHITY;

MpariBHUKIB OaHKIB, MPOIEAYPY TUMYACOBOI ajaMiHIcTpallii Ta/abo JiKkBimarmii
akux 3aiicHioe @onp BIANOBIAHO 10 3akoHy YKpainu “IIpo cuctemy rapantyBaHHs

BKJIa1iB (hi3UYHUX 0Ci0”.

2. Biggin 3miiicHioe 1HII (QYyHKINI, BU3HAUYE€HI BUKOHABUOI JUPEKIIEI0 Ta

JUPCKTOPOM — POIIMOPATHUKOM q)OHIIy.



